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South Central College

COMP 2456   Cloud Technologies and Services
Course Outcome Summary

Course Information
Description The Cloud Technologies and Services (CTS) course educates students about cloud 

deployment and service models, cloud infrastructure, and the key considerations in 
migrating to cloud computing. The course covers technologies required to build 
classic (traditional), virtualized, and public / private cloud data center environments. 
These technologies include storage, networking, desktop and application 
virtualization. Fundamental models such as Software-as-a-Service (SaaS), Platform-
as-a-Service (PaaS), Infrastructure-as-a-Service (IaaS) are explored. Additional areas 
of focus are backup/recovery, business continuity, security, and management. 
Students will learn about the key considerations and steps involved in transitioning 
from the current state of a data center to a cloud computing environment. Upon 
completing this course, students will have the knowledge to make informed 
decisions about migrating to cloud infrastructure and choosing the best deployment 
model for an organization. 
(Prerequisite: COMP 1200 Hardware and Software Essentials)

Total Credits 4
Total Hours 64

Types of Instruction
Instruction Type Credits/Hours
Lecture / Active learning 4/64

Pre/Corequisites
COMP 1200 Hardware and Software Essentials

Institutional Core Competencies
Critical and Creative Thinking - Students will be able to demonstrate purposeful thinking with the goal of using a 
creative process for developing and building upon ideas and/or the goal of using a critical process for the 
analyzing and evaluating of ideas.

Course Competencies

1. Explain industry-standard cloud concepts.
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Explain common hardware resources and features used to enable virtual environments. 

9. Describe systems management. 
Learning Objectives
Explain policies and procedures as they relate to a cloud environment.
Explain common performance concepts as they relate to the host and the guest.
Implement appropriate testing techniques when deploying cloud services. 
Given a scenario, diagnose, remediate and optimize physical host performance.

10. Describe the Cloud security concerns and solutions.
Learning Objectives
Explain network security concepts, and best practices.
Explain storage security concepts, methods, and best practices.
Compare contrast different encryption technologies and methods. 
Identify access control methods. 
Implement guest and host hardening techniques.

11. Describe business continuity solutions in the Cloud.
Learning Objectives
Discuss technology options for ensuring business continuity.
Discuss mechanisms to protect potential points of failure in a VDC.
Describe approaches used for backup of Virtual Machines (VMs).
Describe VM replication and migration technologies. 
Discusses options for recovering from total site failure due to a disaster.

12. Summarize Cloud migration considerations.
Learning Objectives
Discuss the considerations for migration to Cloud.
Discuss the Cloud models suitable for different categories of users.
List the considerations for choosing applications suitable for Cloud.
Discuss different phases to adopt the Cloud.

SCC Accessibility Statement
South Central College strives to make all learning experiences as accessible as possible. If you have a 
disability and need accommodations for access to this class, contact the Academic Support Center to request 
and discuss accommodations.    North Mankato: Room B-132, (507) 389-7222;   2㙅吠儰〰ㄠ〠捭‶⁔樠⠀ࠩ⁔樠⠀㬀洠㘠rz䙁䅁䄮m⤠呪  ⤠呪 B-132,⤠Ū  〱ㄶ㠵‰132,㕄 㤶圠渠䈸 con  ⤠呪 389-72ⴵ䐠⠹㙗⁂㠠呄 diI呪onᔈ⤠呪呪  ⤠呪⁅吠儠儠儠焠ㄠ〠〠ㄹ㠮㌲ㄹ㤰㤷†呪⸹〠〠爲䅈‱ㄠ呦‱‰‰ㄠ〠⸳ㄷ㤹㤸㐠呭‰‰‰朠⠀ഀ̀Ѐᬩ儠焠ㄠ〠〠ㄹ㠮㌲ㄹ㤰㤷†㜳⸵㘀Ȁ☀̀‱ㄠ呦‱‰‰ㄠ〠⸳ㄷ㤹㤸㐠呭‰‰‰朠⠀ഀ̀ЀᬩT,i⁔樠⠀ࠩ⁔樠⠀Ȁ̀☀☀܀ሀܩ⁔樀܀〩⁔樠䔀ࠩ⁔樠⠀✀ᠩ⁔樠⠀ࠩ⁔樠⠀ఀᜠ⠀⸱㤳〠牧 ⠀Ā᠀܀ళ⸰㔵sa樠⠀᠀̀܀〩⁔樠⠀☀ᤩ⁔樎樠⠀✀ᠩ⁔樠⠀ࡔ樠⠀㘀ᨩ⁔樠⠀ࠩ—⠀ࠩ⁔樠⠀᠀ᜀЀ؎ Rm‶ Ԁ⽆䅁䅁⸀⁔樲ㄹ㤰㤀ᬩ ⤠⤩ 㘴㘰⁔搸㌰㐎nV㈴㔮㠨e⤶㐶〠呤㠳〴✀㙬洹⸲ⴱ‹㌹〠呤㠳〴✀㙬⁓ㄠ〠㐸⸷㤷〰〸㤠捭㤲⸲ㄶㄠ洠ⴱ†呦‱‰‰ㄠ〠⸳ㄷ㤹㤸㐠呭‰‰‰朠⠀ഀ̀Ѐᬩ儠焠ㄠ〠〠ㄹ㠮㌲ㄹ㤰㤷‵洠〸aG〠洠ⴱ†呦‱‰‰ㄠ〠⸳ㄷ㤹㤸㐠呭‰‰‰朠⠀ഀ̀Ѐᬩ⬈ܩᜀ༩⁔樠⠀ࠩ⁔樠⠀✱㔀̀Ѐᬩ儠焠ㄠ〠ぱ樲ㄹ㤰㥒䜠〮㔵吠⽆䅁䅷′㐵⸸⠀☀ࠤ樠㤸㘹》⁔樠⠀ࠩ⁔樠⤰ٔ樠⠀⁔ة⤰
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